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NHOOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOLIIUXCA

C kaxaplM TOAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIbHUKM OJHM W3 CaMbIX AKTUBHBIX MOJib3oBaTened Pynera. Mexnay tew,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECeT M IPOOJIEMBI.
DTa naMATKa J0JDKHA IOMOYb TeOe 0€30IacHO HaXOIUTHCS B CETH.

KomnbroTepHbie BUPYChI
KoMmmbroTepHslii BUPYC - 3TO Pa3sHOBUIHOCTH KOMIIBIOTEPHBIX MPOrpamw,

OTJIMYUTEIBHONU 0COOEHHOCTBIO KOTOPOM SIBISIETCS CIOCOOHOCTh K Pa3MHOKEHUIO.
B nmomonHeHue kK 3TOMy, BUPYCHl MOTYT MOBPEAUTH WJIH MOJTHOCTHIO YHUUYTOKUTH
Bce (haiiyipl ¥ JaHHBIC, TOJKOHTPOJIBHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTO Obliia
3allyllleHa 3apakeHHas MpOorpaMma, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OIEPaIMOHHYI0O CUCTEMY CO BceMH (haiiamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
PacpOCTPaHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToabl 3alIUTHI OT BPEJIOHOCHBIX MPOIrPaAMM:
1. Ucnonb3yidi COBpPEMEHHBIE OIEPAIMOHHBIE CUCTEMBI, HUMEIOIIUE CEPHE3HBIN

YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. llocrosHHO ycTaHaBiuMBail mauyTh (UUGPOBBIE  3aIIaTKHA, KOTOpPbIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C LEJIbI0 JOPAa0OTKH MPOTpamMMbl) U Jpyrue
OOHOBJICHUS CBOEH omepanmoHHOW cuctembl. CkauMBail WX TOJNBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum cymectByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUSI, BKJIIOUH €T0;

3. Pabortali Ha CcBOE€M KOMIBIOTEpE IO TMpaBaMH IOJb30BaTENs, a HeE
aIMUHUCTpATOpa. ODTO HE IMO3BOJUT OOJBUIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonb3yili  aHTUBHPYCHbIE  INPOTPAMMHBIE  MPOIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKHM OOHOBJICHHEM 0as3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY Il TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHEIIHWE HOCUTENM HH(OpMaLUU, Takue Kak (premka, TUCK WM
(aiin U3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBaili KOMIbIOTEpHbIE (halJbl, TOJYYEHHBbIE U3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpbIE MpUcTan TBOM 3HAKOMBIH. Jlydiie yrounu
y HEro, OTIPaBJIsiI JIU OH TeOe uX.



Cern WI-FI

Wi-Fi - 310 He Buj mepenayn JaHHbBIX, HE TEXHOJIOTHS, a BCErO JIMIIL OPEHI,
mapka. Eme B 1991 roay Humepianjckas KOMIaHHUS 3aperucTpupoBalia OpeH[I
"WECA", urto o6o3Havyasio cioBocouetanue "Wireless Fidelity", xoTopsiii
MepeBOIUTCS Kak "0ecrpoBOHAS TOYHOCTh".

Jlo Hailero BpeMeHH JIoluia apyras abbpeBuarypa, KotTopas siBJIseTCsS TaKou
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C
HAMEKOM Ha CTaHIapT BbIciIeld 3BykoBoil TexHuku Hi-Fi, uyto B mepeBoae
O3HAYaeT "BBICOKAasi TOYHOCTB".

Jla, OecrimaTHBIM MHTEPHET-AOCTYN B Kade, OTeIsIX U adpoIropTax sSBISCTCS
OTIIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIepThl CUUTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBstoTCsS 6€301acHBIMHU.

CogeTbl 110 0€30I1aCHOCTH PA0OTHI B 001IeI0CTYNHBIX ceTsax Wi-fi:
1. He nepenasaii cBoto auunHyto uHbopmaiuio yepe3 oodmenoctynusie Wi-Fi certu.
PaGoTas B HuUX, KellaTeTbHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMEDA;
2. Ucnionw3yit u 0OHOBISIA aHTUBUPYCHBIE MTpOrpaMMBbl B Opanamayep. Tem cambiM
ThI 00€30MacHuIITb Ce0sl OT 3aKaYKU BUPYCa Ha TBOE YCTPONCTBO;
3. Ilpu ucnonwszoBanuu Wi-Fi otkimtoun gyskiuio "OOumit qoctyn k (daitiam u
npuHTepam". JlanHas (QyHKUMS 3aKpbITa MO YMOJYAHUIO, OJHAKO HEKOTOpHIE
M0JIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHUs B paboTe win yueoe;
4. He ucnone3yii nyonuunsiidi WI-FI niis nmepenayu JTUYHBIX TaHHBIX, HAIpUMEP
JUTS BBIXOJIA B COITMANIBHBIE CETH WIIH B JIEKTPOHHYIO MOUTY;
5. Ucnonb3yl TosbkO 3ammiieHHoe coeaqunenue uepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-apeca BBOAM UMEHHO "https://";
6. B wmoOunbHOM Tenedone otkiaroun ¢yHknutoo "Tloakmrouenue k  Wi-Fi
aBTomatuuecku". He momyckali aBTOMAaTMYECKOTO MOJKIIOUYEHUS YCTPOUCTBA K
cersim Wi-Fi 6e3 TBoero cormnacusi.

CoumnajbHble CeTH
ConmanpHbIe CETH aKTUBHO BXOJIAT B HAIIlY KW3Hb, MHOTHE JIFOAU PaObOTarOT
1 JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBan Muuidapi 4eaoBek,
qTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHUCJE HE 0053aTeNbHO C
0JIaruMU HaMEPEHUSIMHU.

OcHOBHBIE COBETHI M0 0€30MMACHOCTH B COLMAJIbHBIX CeTHX:
1. Orpannub cnucok apy3eil. Y T1e0s B Apy3biX HE JOJDKHO OBITh CIy4YalHBIX U
HE3HAKOMBIX JIIOJICH;
2. 3ammuimiail cCBOIO 4YacTHYIO ku3Hb. He ykaswpiBail maposu, tenedoHbI, aapeca,
JaTy TBOETO POXKACHUS WM JAPYTYI0 JUYHYIO HHPOpMAIUiO. 37I0YMBIILIEHHUKHA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTETH
IJIAHUPYETE IPOBECTH KAHUKYJIBI,



3. 3ammumiail cBOIO pemyTanuio - JAEepXKH €€ B YUCTOTE U 3ajaBail cebe BOMpOC:
XoTea Obl Thl, YTOOBI ApPYrHe IMOJIb30BATENM BHJIEIU, YTO Thl 3arpyxaeuib?
[Toxymaii, mpexkie 4eM 4TO-TO ONMyOJUKOBATh, HAIUCATD U 3arPy3UTh;

4. Ecnu Thl TOBOPHWILL C JIOAbMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH CBOE
peajgbHOe UMSI U JIPYTyIO JTUYHYIO MH(OpMAIUU: UMs, MECTO >KUTEJIbCTBA, MECTO
y4eObl U poYee;

5. Uzberaii pasmemenust ¢dororpaduii B MHTepHeTe, rie Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEIEIUTH TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanuu B COIMAIBLHON CETH HEOOXOIUMO HCIOIb30BATh CIIOXKHBIC
NapoJIx, COCTOSIINE U3 OYKB M (P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. JAns conumanbHOW CETH, MOYTHI U JPYTUX CANTOB HEOOXOJMMO HCIIOJIb30BATh
pasupie maposnu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOTy4at
JIOCTYT TOJIBKO K OJTHOMY MECTY, a HE BO BCE€ Cpasy.

JJIeKTPOHHbIE IEHbI'H

DNEeKTPOHHBIE JIEHBIU - 3TO OYEHb YAOOHBIM CHOCOO IJIATEKEW, OJHAKO
CYILLECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MTOJYYUTh 3TH JICHBIH.
DNEKTPOHHBIE JIEHBIM IMOSBHIIMCH COBCEM HEJNABHO M MMEHHO HM3-3a 3TOTO BO
MHOTHX I'OCYyAapCTBax J0 CUX IOP HE MPOIUCAHO PO HUX B 3aKOHAX.
B Poccun xe oHM (QYHKIMOHMPYIOT U O HUX YK€ MPOMHMCAHO B 3aKOHE, TJE UX
pa3zeNsoT HAa HECKOJIBKO BUOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOJIUTH omepalnuu 0e3
UJEHTU(UKALIMY TT0JIb30BATENS], @ B HEAHOHUMHBIX MIECHTU(UKAIUS [T0Ib30BATENSA
ABIIIETCS 005A3aTEIBHOM.

Takxke crnenyer pas3inyaTh DSJIEKTPOHHbIE (QUATHbIE JEHBIM (pPaBHBI
rOCYJapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBIM (HE pPaBHBI
rOCy/1apCTBEHHBIM BaIIOTaM).

OcHOBHBIE COBETHI 110 0€30MACHOM padoTe ¢ ITEKTPOHHBIMH ICHbIAMMU:
1. IlpuBsxku K cuery MOOWIBHBIA TenePoH. DTO camblii yTOOHBIA M OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsizaHHBIN TenedoH MOMOXKET, eCiu
3a0y/ienb CBOM TMJIATSKHBIM Tapojib WM 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;
2. Hcnone3yin opHopa3zoBbie mnaposu. Ilocne mnepexoga Ha  yCHIICHHYIO
aBTOpHU3alMI0 TeOe yke He OyleT yrpoKaTh OMNACHOCTh KpakKM WM IepexBaTa
IJIATEKHOTO MapOJIs;
3. BoiOGepu cnoxHbIi mapois. [IpectynHukam OyneT He MPOCTO yrajaTh CIOXKHBIN
napoiib. Hajexxuble maposiu - 3T0 maposid, KOTOpbIe COAEpKaT HE MEHEe 8 3HAKOB
U BKJIIOYAIOT B ce0d CTPOYHbIE W MPOMHCHBbIE OYKBBI, HU(MPHI U HECKOIBKO
CUMBOJIOB, TaKuMe€ KaK 3HAK JoJuiapa, (yHTa, BOCKJIMIATENIbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;
4. He BBO/IM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.



DJIeKTPOHHASA MOYTA
DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTABIIIEMbIE €10 YCIyTU MO
MEPECHUIKE U MOJTYUYEHUIO AIEKTPOHHBIX COOOIIEHUHN, KOTOPBIE PACTIPEILIISIOTCS B
KOMITBIOTEPHON ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SIIUK  BBITJISIAT
CJIeIyIoIUM 00pa3oM: UMsI_TOb30BaTeIsi(@umMs_JtiomeHa. Takxe Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIE€pe/iaBaTh (pailibl.

OcHOBHBIE COBETHI M0 0€30MACHOM padoTe C 3JIeKTPOHHOM MOYTONM:
1. Hago BeIOpaTh MpaBHIIBHBIN MMOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBEIOOp OECIIATHBIX ITOYTOBBIX CEPBUCOB, OJIHAKO JIYYINIe JOBEPSATH TEM, KOTO
3HACIIb U KTO NIEPBBIM B PEUTHHIE;
2. He ykas3piBail B nUYHON mouTe nUuHyl0 uHpopmanmio. Hampumep, myurie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim "pox2013" Bmecto "temal3";
3. Wcnonp3yil NBYXATAlHYHO aBTOPU3ALMI0. DTO KOTJa NMOMUMO IAPOJs HYXKHO
BBOJUTH KOJ, IPUChLIaeMbIid 0 SMS;
4. Boibepu ClI0KHBINA Maposib. J{Jis KaXI0ro MOYTOBOTO SIITUKA JIOKEH ObITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;
5. Ecnu ecTb BO3MOXXHOCTh HAIMCATh CAMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
3Ty BO3MOXHOCTB;
6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBblid 7151 YaCTHOM MEPENUCKH C
agpecatamy, KOTOPbIM Thl JIOBEPSCIIb. JTO AJICKTPOHHBIA aJpeC HE HAMIO
MCIIOJIB30BaTh MPU PETUCTpAIMU Ha (opymax U calTax;
7. He oTkpbiBail (aitibl U Apyrue BIOXKEHUS B MUChMAaX, JaXe €CIIM OHU MPHUIILIN
OT TBOMX Jipy3ei. Jlydllle yTOUHM Y HUX, OTHPABJISUIN JIM OHU TeOe 3TU (ailiibl;
8. [locne oxkoH4YaHUs1 pabOTHI HA TTOYTOBOM CEPBHUCE TMEPE]] 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0yJp HaxXaTh Ha "BeiidTu".

Kun0epOynimHr wiin BUPTyaibHOE U3/1€BaTe/IbCTBO
KubepOymumHr -  mpecienoBaHue  COOOIMICHUSMH,  COJSPKaITUMU
OCKOpOJIeHMS, arpeccuro, 3alyTMBaHUE; XYJIUTAHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TIOMOIILIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHoOBHBIE cOBeTHI IO 00pHOE ¢ KHOEPOYJITIMHIOM:
1. He 6pocaiicst B 60ii. JIyumuii crioco0: mocoBETOBaTLCSA Kak ce0sl BECTH U, €CIIU
HET TOr0, K KOMY MOXHO OOpaTUThCs, TO BHaYaie yCOKOUThCS. Eciii Thl HauHEeIIb
OTBEYATh OCKOPOJIEHUSAMH Ha OCKOPOJIEHHUS, TO TOJBKO eIle OO0JIbIIEe Pa30AKEITh
KOH(JIUKT;
2. Yupasnsii cBoel kudeppenyTanuei;
3. AHOHUMHOCTb B ceT MHHMMas. CyIeCcTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;
4. He crouT BecTHM XYJIWUTAaHCKUWA o00pa3 BHUpPTyaldbHOW >ku3HU. HHTEpHET
(buKCUpyeT BCe TBOW JEHUCTBHSI W COXpaHsICT WX. YJINTh UX Oyner KpaiiHe
3aTPYJHUTEIIBHO;
5. Cobmnronait CBOIO BUPTYIbHYIO YECTh CMOJIOAY;



6. Urnopupyit equandHbidi HeratuB. OMHOPA30BbIE OCKOPOUTEIHHBIE COOOIICHHUS
Jy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs: Ha Ha4yajabHOUM CTa/luu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOUICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKUA COOOIIECHUH C
ONPEICIICHHBIX aJPECOB;

8. Ecnmu Thl cBuperenb kuOepOyimuHra. TBou JEHCTBUS: BBICTYNUTH MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MO/JIePKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas IOMOIb, COOOITUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEJCHUS B CETH.

MooOuiabHbId TesedoH

CoBpeMeHHbIe cMapT(OHBI U TJIAHIIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMH
KoMIibloTepamMu. OHAKO, CPEACTB 3AIIUTHI 1JIs1 OJJOOHBIX YCTPOUCTB TIOKA OYEHB
Mmajo. TectupoBaHWe M TIOMCK YSA3BUMOCTEH B HHUX TPOUCXOJUT HE TakK
MHTEHCUBHO, Kak 1711 [1K, To ke camoe kacaeTcst 1 MOOMIIbHBIX MPUITOKECHHM.

CoBpeMeHHbIE MOOWJIbBHBIE  Opay3epbl YK€ MPaKTUYECKU JIOTHAIH
HACTOJIbHBIE AaHAJOTH, OJIHAKO paclIMpeHue (yHKIMOHAla BIe4YeT 3a coOoM
OOJIBIIYIO CIIO)KHOCTb Y MEHBIIYIO 3aIUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTENN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE
KPUTUYECKUEC YI3BUMOCTH JIJISI CBOMX YCTPOUCTB.

OcHoBHBIE COBETHI JJI 0€30IIACHOCTH MOOUJILHOIO TeJiepoHa:

Huuero He siBisieTcst no-HactosieMy OecriaTHbIM. Byl 0cTOpoKeH, Beb
Korja Te0e mpeaiaraloT 0ecIuiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKue-
TO TUIATHBIE YCITYTH;

Hywmaii, mpexne uem oTnpaBuTh SMS, doro nnm Bugeo. Trhl TOUHO 3HACIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETo cMapThOoHa;

Hcrnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii npuiaokeHusi OT HEM3BECTHOI'O MCTOYHUKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUCHHE;

[Tocne Toro kak Thl BBIMACIIL C CalTa, TJI€ BBOAWI JIMYHYIO MHPOPMAIIUIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

[Tepuoauyecku npoBepsii, Kakue TMIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEPE;

JlaBaii cBOIl HOMEp MOOWIIBHOTO TeleOHa TOJIBKO JIOJSM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEpSCIIb;

Bluetooth nmomken ObITH BBIKJIIOYEH, KOTJa Thl UM HE MoJib3yelibcs. He
3a0bIBail MHOTIa TIPOBEPSTH ITO.

Online urpsi
CoBpeMeHHbIE  OHJIAWH-UTPBI - 3TO  KpacouyHble, 3aXBaTbIBAIOIINE
pa3BiieueHus, OOBEANHSIONINE COTHHU THICSY YEJIOBEK MO BceMmy mupy. Mrpoku
UCCJIENYIOT JaHHBIH UM MHpP, OOIIAIOTCS IPYT C IPYrOM, BBITIONHSIOT 3aJaHus,



CpaXXaloTCsi ¢ MOHCTpaMH W TMOJYYaroT OMbBIT. 3a YIOBOJBCTBUE OHHU IUIATST:
NOKYIAIOT JUCK, OIUIAYMBAIOT A0OHEMEHT WM MPUOOPETAIOT KaKUe-TO OMIIHH.

Bce a1u cpeacTBa uayT Ha HOJIEpKaHUE U Pa3BUTHE UTPHI, a TAKXKE HA CaAMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPHU3AIMH, BBITYCKAIOTCS HOBBIC
natyd (LUpOBbIE 3aIUTATKU AJISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Hrpax CTOMT oOmacatbCsi HE CTOJIBKO CBOUX COINEPHUKOB,
CKOJIBKO KpaXH TBOETO IapoJjsi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AIMU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI 10 0€30MIACHOCTH TBOEI'0 UTPOBOI0 AKKAYHTA:
1. Ecau npyroil urpok BeeT ceOs MIOXO0 WM CO3JaeT TeOe HEMpPUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;
2. Tloxanyiics agMUHUCTPATOpaM WIPhl HA IUIOXO€ IMOBEACHHUE 3TOr0 HIPOKA,
YKEJATEJIbHO PUJIOKUTh KAKHE-TO JI0KA3aTENIbCTBA B BUJIE CKPUHOB;
3. He yxa3biBaii muuHyto uHbopMaiuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;
5. He ycranaBnuBaii HeopuIuaibHbIC MaTYU U MOJIBI;
6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;
7. Jlaxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYATh aHTUBHUPYC. [1oka Tl urpaemus, TBOM
KOMIIBIOTEpP MOT'YT 3apa3uTh.

@OUIIMHT WM KPaKa JUYHBIX JaAHHBIX

OOBIYHOI KpaXkell JEeHEer U JOKYMEHTOB CErOJHs YK€ HUKOIO HE YJIMBHIIIb,
HO C pPa3BUTHEM HHTEPHET-TEXHOJOTUN 3J0YMBIIUIEHHUKN TEPEMECTUIIUCH B
UHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " MIOOMMBIM" JIEIOM.

Tak nosiBuiIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT,
rJlaBHas LEeJdb KOTOPOTO COCTOUT B MOJYYEHMHM KOH(PHUIEHIMANbHBIX JAHHBIX
MOJIb30BATENICH - JJOTMHOB U maposeit. Ha anrnmiickom s3wike phishing unrtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapoib).

OcHoBHbIE cOBeTHI 10 00pble ¢ QUIIMHTOM:
1. Cnenau 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelb, YTO TBOSI aHKEeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBAaThH €€ U COOOIIUTh aJIMHUHUCTPATOPaAM
pecypca 00 3TOM KaK MOYKHO CKOpee;
2. Wcnonb3yit Oe3omnacHble BeO-caliThl, B TOM YHCJIC, WHTEPHET-MAara3uHoB U
MTOMCKOBBIX CHCTEM;
3. Ucnionb3y# CIIOXKHBIE U pa3Hble Mapoau. TakuM oOpa3oM, eciii Te0si B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOJTyYaT JOCTYI TOJBKO K OJJHOMY TBOEMY IIPO(HITIO B CETH,
a HE KO BCEM;
4. Ecnu T1e0s B370Manu, TO HEOOXOAUMO TPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE JT00aBJIEHBI Y T€OS B JIPY3bsIX, O TOM, YTO Te€Os B3JIOMAaIU M, BO3MOXKHO,
OT TBOETO UMEHHU OYyJIET PacChUIAThCA CIIaM U CCHUIKM Ha (DPUIITMHTOBBIE CANTHI;
5. YcranoBu Haaexubid napois (PIN) Ha MOOWIBHBIN TENE(OH;
6. OTKIIIOYM COXpaHEHUE MapoJisi B Opaysepe;



7. He oTkpbiBaii ¢ailsibl U Apyrue BIOKEHUS B MHCbMaX, JIaXe €CIH OHH MPHILLIIH
OT TBOMX JApy3el. JIyulne yTouHu y HUX, OTIIPaBJIsUIN JIM OHU TeOe 3TU (aiiibl.

udpoBas penyrauus

[Mu¢poBast penyrauus - 3TO HEraTUBHAsl WM NO3UTHBHas MHQOpMAaIUs B
cetu o tebe. Kommpomerupyromas uHpopManusi, pa3MelIeHHas B HHTEPHETE,
MOJKET CEphE3HBIM 00pa30M OTpPa3UThCA HAa TBOEW peanbHOU xu3HU. "Llndposas
pemyTarus” - 3T0 TBOM UMUK, KOTOPbI (popmupyetcst u3 uHpopMauu o Tede B
UHTEPHETE.

TBoe MecTo KHUTENbCTBA, YyueObl, TBOe (HUHAHCOBOE IOJIOKEHUE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue MOAPOCTKU JIETKOMBICICHHO OTHOCATCA K MYOJIHKAIUH JTUYHON
uHpopMmaiuu B MHTepHETE, HE MOHMMAasi BO3MOXKHBIX MocieAcTBUil. Thl gaxke He
CMOJKeIIb JIOrafaTbCsi 0 TOM, 4To (ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
IPUYUHON OTKa3a NPUHATH TeOsI Ha paldoTy.

KommenTapuu, pasmeienne teoux (otorpaduii U apyrue AeiMcTBUS MOTYT
HE MCYE3HYTh Ja)Xe II0CJE€ TOro, Kak Thl MX yJanumb. Thl HE 3HaEIb, KTO
COXpaHWJ ATy HH(OpMalMIO, Tonajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIach JU OHA, a TJABHOE: YTO MOJyMarOT O TeOe OKpY’Karollue JIIOIH,
KOTOpBIE HaWAYT W yBUAAT 3T0. Haiitu nHopmannio MHOIO JIET CILyCTSI CMOKET
100011 - KaK U3 100pbIX NOOYKICHH, TAK U C HAMEPEHUEM IPUYMUHUTD Bpell. ITO
MOXET OBITh KTO YTOJHO.

OcHoBHBIE cOBeTHI 10 3amuTe HMGPOBOI penyrauum:
1. Tloxymaii, mpexae 4eM 4To-TO MyOJIMKOBAThH U IIepeaBath y ce0s B 0JIoTe WiK B
COIIMAJIbHOM CETH;
2. B nactpotikax npoduiis yCTaHOBH OTPAaHUYEHUSI HA TPOCMOTP TBOETO Tpoduis
U €ro COJEPKUMOTO0, CAeIall ero ToabKo "mis npy3en";
3. He pa3memaii u He yka3biBail uHMOPMAIMIO, KOTOpash MOXET KOTO-JTHM00
OCKOPOJIATH UK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJBHUKH - AaKTHUBHBIE TOJb30BaTeNd  ITU(GPOBOTO
npoctpaHcTBa. OQHAKO JajleKko HE BCE 3HAIOT, YTO I0Jb30BAaHUE MHOTUMU
BO3MOXHOCTSIMM  LM(ppoBoro  Mupa TpeOyeT  coONOAEeHHs  TpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyaldbHasT COOCTBEHHOCTH" OTHOCUTCS K pPa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HAuyMHas C HOBBIX H300pPETEHHl W 3HAKOB,
0003HayaloIMX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusmMu, KHHODUIEMaMH U MY3bIKAJIbHBIMU TIPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - ATO TpaBa HAa MHTEIUICKTyaJIbHYI0O COOCTBEHHOCTHh Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE IIpaBa BBICTYIAIOT B
KaueCcTBE TapaHTUH TOTO, YTO HMHTEIICKTYaJIbHBIN/TBOPUECKUN TPYJ aBTOpa HE
OyZIeT HampacHbIM, JacT €My CIpaBeJIUBbIe BO3MOXKHOCTH 3apaboTaTh Ha
pe3yiapTaTax CBOETO TpPyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3



pa3pellieHus aBTOpa HE  MOXKET BOCIPOU3BOAWTH €r0  IPOU3BEIICHHUE,
pacnpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJIaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJIHATH, MMOKA3bIBATH/UCIIONHATL B dUpe WU
pa3memniath B IHTepHeTe.

Hcnonb3oBanue "muparckoro" MporpaMMHOTO  OOECTICYCHHS  MOXKET
NPUBECTH K MHOTMM pHUCKaM: OT NOTepU JaHHBIX K TBOUM aKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJIEHA HeJerajibHas nporpamma. He
CTOUT TaK)Ke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAJIbHbIE U OECIUIATHBIE MPOTrPaMMBI,
KOTOPbIE MOKHO HAaWTH B CETH.

O nopraJe
CereBHUOK.p( - TBOW TJIaBHBIM COBETYHK B CETH. 37I€Ch Thl MOXXEIIb Y3HATh O
0€30MMacCHOCTH B CETH MOHSTHBIM U JIOCTYIMHBIM SI3bIKOM, a MPU BO3HUKHOBEHHH
KPUTUYECKON CHUTyallud OOPATUTHCS 3a COBETOM. A TakXe IMPUHATH Yy4acTUE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



